CASE STUDY

HEAT Software Centralizes Secure
Management of Endpoints
The goal of a merger or acquisition is for the sum to be greater than the parts, as the combined synergies lead to innovation
and operational efficiency.

When FrontRange and Lumension merged in 2015 to create HEAT Software, the goal was to help
customers improve the quality of IT and business services by offering a service management
platform with fully integrated client management. As a tech company, that merger presented a unique
opportunity: to be a proving ground for its own best-in-class solutions.

COMPANY
Name: HEAT Software
Location: Milpitas, CA
Industry: Technology
Website: www.heatsoftware.com

SOLUTION
• HEAT Voice
• HEAT Endpoint Management & Security
Suite (EMSS)
• HEAT LANrev for Mobile

BUSINESS BENEFITS
• Eliminated hundreds of calls to the helpdesk
for password resets and account unlocks
• Streamline the security and management of
hundreds of Windows and Macs
• Remotely manage and secure mobile
devices

“HEAT Software is leading the unification of cloud service management and endpoint management,”
says Tony La Rosa, CIO at HEAT Software. “We are applying unification across our own IT
department so we can showcase how this integration empowers IT and other business functions to
automate business processes to improve service quality and proactively detect and protect against
threats.”
HEAT Software extended the use of HEAT Voice, HEAT Endpoint Management and Security Suite
(EMSS), and LANrev for Mobile Devices to support hundreds of employees and more than 15 offices
around the world.

“HEAT Software is leading the unification of cloud
service management and endpoint management.
We are applying unification across our own
IT department so we can showcase how this
integration empowers IT and other business
functions to automate business processes to
improve service quality and proactively detect and
protect against threats.”
Tony La Rosa, CIO

“We call it ‘drinking our own champagne,’” says Arvind Ranganath, the IT program manager
responsible for implementing HEAT Software’s product portfolio across the combined company.

Taking the Pain out of Forgotten Passwords
HEAT Software employees—like everyone else—occasionally forget or mistype their passwords, to
the tune of hundreds of requests to reset network passwords or unlock accounts a year. “It was one
of our most common requests to the helpdesk,” says Ranganath. “That’s a huge amount of work
being done on the weekends, at night, and across different time zones.”
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Recovering and resetting passwords isn’t a great use of anyone’s time.
The IT team eliminated that hassle with HEAT Voice, which phoneenables HEAT Service Management. “Now, the person calls in, selects
the option to unlock or reset, then identifies themselves and notes the
new password,” he says. “It’s that simple.”
Self-service password recovery has eliminated the frustration for the
employee and for the support staff. The employees like the new feature,
and “it’s a big deal” for support staff, says Ranganath.
When a password is reset or an account unlocked, an incident is
automatically recorded in HEAT Service Management. The user and
manager also receive an email notifying them of the change. Tracking
this activity improves visibility into whether it’s a forgetful employee or
an early warning of a brute force attack.
HEAT Voice is also used to improve the support experience for HEAT’s
customers when they call for product support. Customer calls to
Support can be routed directly to the designated support representative
or account team, and are tied to the support ticket in HEAT Service
Management. Relevant conversations about a service issue can be
recorded and tracked, so that the entire history is captured and available
to support staff to ensure that they are up-to-date on the customer’s
situation.
After a ticket is closed, employees and customers can be queried
through HEAT Survey to see the resolution was satisfactory. “We
can use the IVR to ask a simple question, like did your question get
answered. They can reply, and it gives us automatic reporting,” he says.

Figure 1: Self-service password recovery has eliminated the frustration for HEAT
employees and IT support staff.

Keeping Endpoints Safe
With security threats rising, it’s harder than ever to protect endpoints
from viruses and other malware. “The IT landscape is so complex,” says
Ranganath. “When everything was on-premise, you had full control and
you knew what you were exposing to the Internet.” But today, IT is a
complex mix of physical and virtual resources, on-premise and in the
cloud, and on different platforms and from different vendors.
Before the merger, the two companies used different patch
management and antivirus products. IT streamlined those processes
with HEAT EMSS, which protects endpoints and servers against
malware and targeted attacks. EMSS combines operational and security
capabilities to reduce the attack surface, define a trusted application
environment, block malware, and protect data. Having a fully integrated
single agent also eliminates endpoint performance drains. EMSS is used
to protect all of HEAT’s Windows and Mac desktops and laptops.
“EMSS helps us stay on top of critical patches,” he says. “It’s a big
benefit to have one central place where we can recognize critical
security patches and find out at any given moment, the number of
patches that succeeded and the ones that failed and have to be
reapplied.”

EMSS works well with the work habits of the company’s highly mobile,
global workforce. “We have a lot of remote users and people on the
road who do not come into the office,” he says. “Because the solution
is cloud-based, we can make sure all of those devices are protected
and in compliance.” Security updates and patches also can be deployed
according to a user’s time zone.
Most recently, IT implemented EMSS Device Control to enforce usage
policies for devices and ports and to provide data encryption for
removable media to prevent data loss or theft.

Managing Mobile Devices
To lose a mobile device is human, and IT’s job is to manage and
protect those devices and accessible corporate information. IT uses
HEAT LANrev for Mobile Devices to remotely manage and secure
iPhone, Android and other mobile devices, whether company-owned or
employees’ personal devices that they use for work. LANrev for Mobile
lets IT manage mobile applications; security, change and configuration
management; mobile content management; and asset inventory.
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“The biggest advantage of LANrev is from a security standpoint,” says
Ranganath. “If a device gets lost, we can protect the company data and
make sure information is safe and secure.”
A common user concern with mobile device management is that the
company is managing a device filled with personal information, photos,
apps, and games. “When we enrolled people in LANrev, they wanted
to know what IT was going to track,” he says. LANrev doesn’t track
browser or app activity or have visibility into personal email accounts.
“We don’t know what websites employees go to or how much time they
spend playing Pokémon Go,” he says. “People can do what they want.
There’s no interference from IT.”

“We call it ‘drinking our own
champagne.”
Arvind Ranganath, IT program manager

LANrev Safe and LANrev Apps, the client components of LANrev Mobile
Device Management, are preloaded on employees’ new devices by the
mobile phone service provider. LANrev Apps is an on-device self service
portal that allows users to install the configuration profiles created by IT
and receive text messages about IT services.
With LANrev Safe, documents can be distributed to employees’ mobile
phones based on their profiles, device characteristics, or schedules.
Files can be locked, or users can copy, print or email them. For example,
employees can quickly reference key sales materials, holiday schedules
and pay dates.
LANrev Safe also is used to ensure that corporate information is
removed from employees’ personal devices when they leave the
company. When the account is removed from Active Directory, LANrev
Safe automatically deletes the company information from the phone
or tablet. “If it is a personal device, we can remove the corporate
documents and apps without causing any issue for the user,” he says.

Walking in Our Customers’ Shoes

Figure 2: All it takes is a glance for IT to get the latest status on patch and antivirus
updates and control over removable media and applications.

Managing endpoints is more challenging than ever, as users have
different devices, each with their own apps, configurations, and
content. At HEAT Software, we’re not just helping customers solve this
challenge—we face it ourselves. Using our own best-in-class products
in everyday business, whether for unified endpoint management or
service management, we can create better products for our customers
and offer real-world guidance for deployment and operations to help
customers stay ahead of an increasingly difficult challenge.
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